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Type https://webmail.XXXX.centaf.af.mil in the address location in your internet browser and hit enter, replacing “XXXX” with the four-letter code for your site (e.g. “auab”).  You may see a “This is a DoD computer system” announcement:
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OFFICIAL UL.5. GOVERNMENT SYSTEM FOR AUTHORIZED USE ONLY

This s @ Department of Defense computer system. This computer system, incuding al elated equipment, networks, and network devices (specfically
including Interne access) are provided oy for authorized L., Gavernment use. oD computer systems may be morikored for al lawul purposes,
including to ensure that thei use is authorized, For management of the system, t Facitate protection against unauthorized access, and to verify
securty procedures, survivabitty, and operational securiy. Monitoring includes active attacks by authorized DoD entites to test or very the security
of this system, During monitring, information may be examined, recorded, copied, and used for authorized purposes. Allinformation, including
personal information, placed or sen aver ths system may be maritored, Lise of ths DaD computer system, authorized or unathorized, constiLtes,
Consent to monioring ofthis system. Unauthorized use may subject you to crininalprosecution. Evidence of unauthorized use coliected during
manitaring may be used For adminstrative, criminal,or other adverse action, Lise of this system consttutes consent ta manikoring for these purpases.





Click “OK” if you agree.  A “fork” page will appear so you can choose whether you will login with a CAC card.  Click “Smart Card Login” if you will login with a CAC card; otherwise click “Non Smart Card Login”:
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Please choose your Authentication Method:

Smart Gard Login Non Smart Gard Login

Smart Gard Logon is mandated for all CAC eligible users,
Please Choose the E-mail certificate when prompted.

Non Smart Gard Logon is available for customers that are exempt from NTO 2006~
321-013. Please note: Functionality for Non Smart Card Logon may have some
limitations

USCENTAF OWA - SCL Downloads:

The following links contain the required software to allow a user to enable his/her
workstation for Smart Card Logon

Trusted DoD Root Certificates & ActivCard Gold 3.0 - Middleware
OWA HELP GUIDE - SCL & NON SCL

The ActivCard software posted on this Web site requires appropriats licensing. Do not downlosd or
install any software from this site unless you have secured/verified appropriate licensing either from
AF PKI SPO, MAJCOM, or from the specific endor. The PKI SPO has arranged for an Ar Force
ActivCard Software Enterprise License to be purchased covering 528,700 AF users.
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CAC card login is mandated for all CAC eligible users.  If you are not CAC eligible, proceed to “Non Smart Card Logon” on page 3.  If you have a CAC but have not yet used it in the computer, proceed to “CAC Certificate Installation” on page 4.  If you have a CAC and it has been used in the computer, proceed to “Outlook Web Access Login using a CAC Card” on page 6.
Non Smart Card Logon

If you are going to use Non Smart Card Logon, click this button and input your user information.
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The server webmallusafe.of.mil at nose, usafe.ds.af.mi.
requires a username and pasward,

User name: £ DOMANISERIAE
Passuord: PASSHORD





Click “CANCEL” if a popup window asks you to choose a digital certificate:
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Idertfication

The webste you want to view requests identficatian.
Please thoose a certficate,

Name Issuer





After hitting Cancel you should be able to read your mail, but there may be some oddities that you encounter due to the changes made to OWA to accommodate both authentication methods.

CAC Certificate Installation
If you use a computer for the first time, you will need to load your CAC card certificates on the computer.  (Ask your Workgroup Manager for assistance if your computer does not have both a CAC reader and the required “ActivCard Gold Smart Card Agent” software.)  Insert your CAC into the reader, then double-click the “ActiveCard Gold Smart Card Agent” icon [image: image7.png]


 in the system tray.
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Select “Tools” from the menu bar and then select “Register Certificates…”.  The following window will display:
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This acton wil ensure that the certficates on the smrt card can be used by applications on tis computer. It i only necessary to perform
this acton i the Following circumstances:
- The sutomatic certicate regtration upon card insertion has been disabled by your adistrator.

- Your email profil has been modfied to use a diferent emai identity o a diferent certficate than the one on the smt card.
0 you wish to proceed with this action?





Click “Yes” to proceed.  Your CAC certificates will be installed:
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Click “OK”, then click “Close” to close the ActivCard Gold Utilities window.

Outlook Web Access Login using a CAC Card
First insert your CAC into the reader, then double-click the “Smart Card Login” button.
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You will see the “Choose a digital certificate” box.  Choose your EMAIL certificate:
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(A good way to remember to choose the EMAIL certification is to remember that you are attempting to access EMAIL.)
Click OK to use your EMAIL certificate.  You can now read and write emails.
Remember to click “Log Off” button in the top right corner of your Outlook Web Access window to end your session.
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